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Measure Description: §170.315(d)(13) Multi-factor Authentication

Explanation: Attestation for ONC Certification

Associated Documentation: All information is contained within this document.

Clinic Representative: Richard Williams

Date: 26 October, 2022

Functionality Description:

Multi-factor authentication. Health IT developers must make one of the following attestations and, as
applicable, provide the specified accompanying information:

(i) The health IT developer attests, “Yes, the Health IT Module supports authentication, through
multiple elements, of the user’s identity with the use of industry-recognized standards.”

If attesting Yes, the health IT developer must submit a description of the supported use cases. To be
open and transparent to the public, developers must also provide a hyperlink to any required use cases
to be published with the product on the ONC Certified Health IT Product List (CHPL).

(ii) The health IT developer attests, “No, the Health IT Module does not support authentication,
through multiple elements, of the user’s identity with the use of industry-recognized standards.”

Overview
The Integrated Care EHR supports multi-factor authentication. Both TOTP and U2F are supported.
Use case:

O User can set up multi-factor authentication at user menu->MFA Management (and then
follow onscreen instructions). When a user (that has configured multi-factor authentication)
logins to OpenEMR, user will be required to pass multi-factor authentication. Administrator
can see which users are using multi-factor authentication at top menu-
>Administration>Users (The MFA column in the table shown states 'yes' if the specified user
is using multifactor authentication).
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Configure

User can set up multi-factor authentication at user menu->MFA Management (and then follow onscreen
instructions):
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Using an App such as
“Google Authenticator"i,
scan the QR code then
select Register.
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You will be required to enter your User Password to complete the registration.
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Use

When a user (that has configured multi-factor authentication) logins to Integrated Care EHR, user will be
required to pass multi-factor authentication:
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TOTP Verification
Provide TOTP code

Untar tra code fhom your sutherscason SRRACIN BN YouT devcr

|
\I Enter the code that is provided on
Google Authenticate (or similar

App) and select “Authenticate
TOTP”.

The User will then be logged on to the site.
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Audit

Administrator can see which users are using multi-factor authentication at top menu-
>Administration>Users (The MFA column in the table shown states 'yes' if the specified user is using
multi-factor authentication).
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Select “Users” from the
Admin dropdown menu.
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- weret - Users who have registered
User / Groups will have “yes” displayed
+ Add User | @ View Faciy Specc Uner Informasion under MFA.

Username Real Name Additional info Password Expisation

bdreger Badley Dreger 03/20/2023

Bpennangton Blake Pennington 3202023
Dandel Conway 0472472023
Medical Dodtor Welcome2022! 03212023
Dennis Sheiton no no 0371972023

ecaitile Extefary Castillo noe no 03292023

getuck Gerren Stuck no no a%/20/202%

hbell Heather Bell ne no 032972023

icetwoda leetwo Test For 2FA testing/validation no no 031372023

famaar Iahnng Familiar ¥ no 0371272023




