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Functionality Description: 

Multi-factor authentication. Health IT developers must make one of the following attestations and, as 
applicable, provide the specified accompanying information: 

(i) The health IT developer attests, “Yes, the Health IT Module supports authentication, through 
multiple elements, of the user’s identity with the use of industry-recognized standards.” 

 If attesting Yes, the health IT developer must submit a description of the supported use cases. To be 
open and transparent to the public, developers must also provide a hyperlink to any required use cases 
to be published with the product on the ONC Certified Health IT Product List (CHPL).   

(ii) The health IT developer attests, “No, the Health IT Module does not support authentication, 
through multiple elements, of the user’s identity with the use of industry-recognized standards.” 

Overview 

The Integrated Care EHR supports multi-factor authentication.  Both TOTP and U2F are supported. 

Use case: 

 User can set up multi-factor authentication at user menu->MFA Management (and then 
follow onscreen instructions). When a user (that has configured multi-factor authentication) 
logins to OpenEMR, user will be required to pass multi-factor authentication. Administrator 
can see which users are using multi-factor authentication at top menu-
>Administration>Users (The MFA column in the table shown states 'yes' if the specified user 
is using multifactor authentication). 



 

Configure 

User can set up multi-factor authentication at user menu->MFA Management (and then follow onscreen 
instructions): 

 

 

Register Time Based One Time Password Key - TOTP 

 
 Register Universal 2   nd Factor Key – U2F.  



 

 

You will be required to enter your User Password to complete the registration. 

 
Use 

When a user (that has configured multi-factor authentication) logins to Integrated Care EHR, user will be 
required to pass multi-factor authentication: 

 



 

 

The User will then be logged on to the site. 

 
Audit 

Administrator can see which users are using multi-factor authentication at top menu-
>Administration>Users (The MFA column in the table shown states 'yes' if the specified user is using 
multi-factor authentication). 

 



 

 


